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Energy infrastructure attacks: outlook and impact during 2024-2025 cold season

OVERVIEW

Outlook summary

Attacks on energy infrastructure are highly likely to continue into Ukraine’s upcoming cold
season. Since April 2024, damaging countrywide attacks have further degraded the country’s
energy production capacity; the country can cover only half of the upcoming winter’s energy
demand. Russia is increasing supplies of missiles and drones to not only sustain but also
potentially increase the number and volume of air strikes. Ukraine’s defensive capability is
likely to either remain the same or deteriorate, making it challenging to counter all missile and
drone attacks on energy infrastructure. A worst-case combination of delayed repairs to power
grid infrastructure, lower-than-expected electricity imports, and increased damage is likely to
result in prolonged power outages amid severe winter conditions.

Impact summary

During the cold season, prolonged power outages, both state-controlled and uncontrolled,
will have a direct impact and subsequent negative consequences on essential needs, such as
health, shelter, WASH, safety, and education, as well as humanitarian operations. The impact
will be countrywide, affecting private industries, small businesses, and the overall economy,
with socioeconomically vulnerable families also facing higher living costs and rising inflation.
Outages will impact urban and rural areas, with a compounding effect on people living in
frontline regions, particularly older people and IDPs.

Any comments or questions? Please contact us at info@acaps.org

About the report

Aim: this report aims to highlight the current and expected damage and destruction
of energy infrastructure and anticipate the impact on the living conditions of people in
general but especially the most affected groups during the cold season from October
2024 to April 2025.

Methodology: this report relies on secondary data. The outlook and impact sections
use ACAPS’ anticipatory analysis methodology. Outlooks rely on historical data and
trends analysis to outline the most probable - or at least a highly probable - future.

Limitations: this report is not fully exhaustive and does not describe all anticipated
impacts. Anticipatory analysis is not an exact science, as new less likely futures can
develop. Triggers expected to drive a shift or change in the situation may not occur nor
drive the expected change, or new factors may arise that prevent the projected change
or shift from happening. Information and data gaps concerning potentially security-
sensitive information on energy infrastructure limit the analysis.
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CONTEXT BACKGROUND

The Russia—-Ukraine war started in 2014 with the Russian forces’ ground invasion of southern
Ukraine and subsequent occupation of the Crimea Peninsula. That same year, the war
spread into the easternmost parts of Luhanska and Donetska oblasts bordering Russia. The
escalation into a full-scale Russian invasion of northern, eastern, and southern regions of
Ukraine took place on 24 February 2022. By September of that year, Russia had occupied and
taken partial control of four more regions in the southeast (SCEEUS 22/02/2024; DW 30/09/2023).
Since the full-scale invasion, the Russian military has waged its ground offensives in parallel
with countrywide air strikes on both military and civilian objects, including combined missile
and drone attacks on energy production infrastructure (ICC 25/06/2024). By mid-2024, air
strikes on Ukraine’s energy infrastructure had resulted in a 50% reduction in power production
capacity (UNSC 14/05/2024; OHCHR 03/07/2024; Ukrinform 07/06/2024).

ENERGY AND HEAT INFRASTRUCTURE IN UKRAINE

Electricity generation in Ukraine

Ukraine's power production relies on a combination of nuclear, coal, hydro, thermal, and
renewable energy, with almost 85% of all electricity in the country coming from nuclear and
thermal power plants (WFP 08/07/2024).

Before 2022, Ukraine’s National Nuclear Energy Generating Company, Energoatom, operated
four nuclear power stations, which produced more than half of the country’s electricity (54.5%
of total production). In March 2022, Russian forces seized the largest nuclear power plant
(NPP) in Europe, the Zaporizhzhia NPP, leaving Ukraine with three operating nuclear power
plants: Khmelnytskyi, Rivne, and South Ukraine NPPs. The current total nuclear production
capacity is almost half (7.8GW) of its prewar capacity (13.5GW).

Before the war, nearly 20 thermal power plants (TPPs) spread out across the country generated
23.5% of Ukraine's total electricity. Russian attacks on Ukraine’s energy infrastructure have
destroyed or damaged the majority of these thermal plants, however. Current TPP production
portion had dropped to less than 5% by mid 2024 (Slovo i Dilo 04/06/2024). By May, Russian
attacks on TPPs had dropped their energy production capacity by nearly 86% from 17.1GW in
2022 to 2.5GW (DiXi Group 16/04/2024).

The renewable energy sector has also suffered significant capacity losses (75% wind and
20% solar energy) because of the war, with around 75% of all facilities located in the partially
occupied Kherson and Zaporizka oblasts and sustaining damage from shelling, missiles,
and drone attacks (MEV 18/04/2023; UE 12/05/2023).
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Figure 1. Electricity production versus consumption and deficit

Sources: ACAPS using data from WFP (08/07/2024); UE (10/04/2024); ProstirUA (01/07/2024)

In 2021, prior to the full-scale invasion, Ukraine’s total prewar production capacity was at
56GW, and the surplus of energy production for export was almost 24GW of electricity (UE
10/04/2024). By August 2024, however, Ukraine produced a total of 9-11GW, only half of the
estimated energy demand during the coming winter (18-22GW). The prognoses of deficit
for the 2024-2025 winter varies between 30—-35%, depending on the estimates of the repair
work for existing NPP capacities and on different estimates of needed power consumptions,
which has varied between 19-33GW in previous years. Imports from the European power
grid can only provide an additional 1.7-2GW of power, which is much lower than the total
need and cannot alone cover the deficit (WFP 08/07/2024; UE 10/04/2024; RUSI 12/08/2024; Interfax
01/07/2024).


https://sceeus.se/en/publications/why-the-russo-ukrainian-war-started-already-in-february-2014/
https://www.dw.com/en/one-year-on-life-in-russian-annexed-eastern-ukraine/a-66967387
https://www.icc-cpi.int/news/situation-ukraine-icc-judges-issue-arrest-warrants-against-sergei-kuzhugetovich-shoigu-and
https://press.un.org/en/2024/sc15695.doc.htm
https://www.ohchr.org/sites/default/files/documents/countries/ukraine/2024/24-07-02-OHCHR-39th-periodic-report-Ukraine.pdf
https://www.ukrinform.net/rubric-economy/3872609-pm-of-ukraine-on-situation-in-energy-sector-ukraine-lost-50-of-generation-due-to-shelling.html
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://dixigroup.org/analytic/prohodzhennya-osinno-zymovyh-periodiv-2022-2024-rr-stan-energosystemy/
https://mev.gov.ua/novyna/herman-halushchenko-vitchyznyana-enerhosystema-postupovo-vidnovlyuyetsya-pislya-vorozhykh?fbclid=IwAR1IFNkcRyTJO_ixjxM83fiuoH9Rdicq6hJPC1Gdq7EUMDg3nGk5LMtaNak
https://ua-energy.org/uk/posts/vidnovliuvana-enerhetyka-vtraty-i-retsepty-vidnovlennia
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://ua-energy.org/uk/posts/spozhyvannia-elektroenerhii-v-mynulyi-osinno-zymovyi-period-zroslo-na-16
https://www.prostir.ua/?news=pro-stan-elektroheneratsiji-ukrajiny-v-umovah-vijny-ta-pershocherhovi-kroky-u-hromadah-stosovno-posylennya-jih-stijkosti
https://ua-energy.org/uk/posts/spozhyvannia-elektroenerhii-v-mynulyi-osinno-zymovyi-period-zroslo-na-16
https://ua-energy.org/uk/posts/spozhyvannia-elektroenerhii-v-mynulyi-osinno-zymovyi-period-zroslo-na-16
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://ua-energy.org/uk/posts/spozhyvannia-elektroenerhii-v-mynulyi-osinno-zymovyi-period-zroslo-na-16
https://rusi.org/explore-our-research/publications/commentary/fighting-light-protecting-ukraines-energy-system
https://interfax.com/newsroom/top-stories/103885/
https://interfax.com/newsroom/top-stories/103885/
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Heating sources Urban areas in Donetska, Kharkivska, Khersonska, Luhanska, Mykolaivska, Sumska,
and Zaporizka oblasts — some of which include frontline urban areas — are more reliant
on district heating than the national average, making them particularly vulnerable to TPP

Figure 2. Main heating sources used by families in the winter of 2023-2024
damage (REACH 29/08/2024).

Figure 3. Main heating sources used by families in the winter of 2023-2024 in
urban versus rural areas

Source: ACAPS using data from REACH (29/08/2024)

District heating systems are the main source of heating in urban areas, where TPPs,

combined heat and power plants, nuclear power stations, and boiler plants produce heat

for entire neighbourhoods (IKI 18/07/2023; CASE Ukraine 03/2007). In rural areas, families use

individual heating methods more often, either from decentralised gas or solid fuels, such as

coal, firewood, briquettes, or pellets (I0M 13/09/2023). As reported in the August 2024 needs Source: ACAPS using data from REACH (29/08/2024)
assessment by REACH, 53% of the respondents in rural areas relied on wood as a heating

source (REACH 29/08/2024).

Natural gas covers a significant portion of heating needs, used both for district heating
systems and individual residential heating. Gas plays a critical role in domestic and district
heating: about 80% of Ukrainian families rely on a centralised gas supply, and more than
half use centralised water supplies heated by gas, coal, or sometimes biomass. Individual
gas, electric, and solid fuel heaters are common for the other half of families in rural and
suburban areas (CSIS 13/01/2023).


https://repository.impact-initiatives.org/document/impact/f20889d1/REACH_UKR_Dataset_MSNA_Aug2024_GeneralPopulation-revised.xlsx
https://www.international-climate-initiative.com/en/iki-media/news/reforming-the-ukrainian-district-heating-sector/
https://case-ukraine.com.ua/content/uploads/2020/09/Overview-of-Heating-Sector-in-Ukraine.pdf
https://dtm.iom.int/dtm_download_track/41066?file=1&amp;type=node&amp;id=28696
https://repository.impact-initiatives.org/document/impact/f20889d1/REACH_UKR_Dataset_MSNA_Aug2024_GeneralPopulation-revised.xlsx
https://www.csis.org/analysis/role-gas-ukraines-energy-future
https://repository.impact-initiatives.org/document/impact/f20889d1/REACH_UKR_Dataset_MSNA_Aug2024_GeneralPopulation-revised.xlsx
https://repository.impact-initiatives.org/document/impact/f20889d1/REACH_UKR_Dataset_MSNA_Aug2024_GeneralPopulation-revised.xlsx

ATTACKS ON THE ENERGY INFRASTRUCTURE

2022-2023

Russian forces launched the first wave of combined missile and drone attacks on Ukrainian
energy infrastructure in October 2022, and Ukraine introduced the first state-controlled
power outages, known as stabilising power outages or rolling electricity blackouts, that
same month (Ukrinform 12/10/2022; BBC 10/10/2022). By the end of the year, Ukraine’s energy
production capacity had fallen by 30%, including the effects after Russian forces took over
the largest NPP in Zaporizka oblast as well as two TPPs in southern and eastern regions
of Ukraine (Enerdata 03/2024; RUSI 12/08/2024; NV 11/04/2024). Russian forces also extensively
targeted the transformer substations connected to NPPs. The destruction of the Kakhovka
Dam in June 2023 resulted in the immediate loss of 350MW of hydro generation capacity in
the region (RUSI12/08/2024; SMC 06/06/2023). Overall, 12 million people experienced interrupted
electricity access, causing internet, communications, water, and heating system disruptions
during the 2022-2023 winter season (WFP 08/07/2024).

There were no stabilising state-controlled power outages during the 2023-2024 cold
season (Suspilne 07/03/2024; RBC-Ukraine 28/08/2023). Ukraine mitigated the attacks’ impact by
conducting energy infrastructure maintenance, restoring damaged infrastructure, increasing
gas production, importing energy from neighbouring countries, and harnessing international
in-kind and financial support for its energy sector (WFP 08/07/2024; DiXi Group 12/08/2024).

2024

Since the spring of 2024, Russian forces have shifted their strategy and started using high-
precision missiles targeting production capacity in areas where air defence has a lower
capacity. Russian missiles, which typically landed 100-200m from their targets earlier in the
war, have improved their accuracy to within Tm (RUSI 24/06/2024). The attacks have caused
widespread destruction, heavily affecting major TPPs and hydroelectric power plants
(HPPs) across the country. In northern Kyivska and eastern Kharkivska oblasts, attacks
have destroyed two TPPs that produced 8% of the country’s electricity, as well as Trypillia
TPP in Kyivska, which powered Cherkaska, Kyivska, and Zhytomyrska oblasts (Slovo i Dilo
12/04/2024; Economichna Pravda 28/11/2022; BBC 12/04/2024). In Kharkivska oblast, the attacks
damaged the region’s largest TPP in March 2024 before destroying it in April (Slovo i Dilo
12/04/2024; NV 11/04/2024). Similarly, a total of 12 attacks throughout 2022 damaged a TPP in
Ivano-Frankivska oblast in May of that year and had destroyed it by June. Attacks on another
TPP in Vinnytska oblast caused significant damage in March 2024 (Slovo i Dilo 12/04/2024;
Hromadske 28/06/2024; NV 11/04/2024). In northern Sumska oblast, the extent of the damage
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from the March 2024 attack on a TPP that provided 75% of the oblast’s electricity is not
public, nor is the damage on three HPPs in central Cherkaska, western Chernivetska, and
eastern Zaporizka oblasts (Slovo i Dilo 12/04/2024; NV 11/04/2024). By May 2024, attacks had
destroyed 80% of the TPPs and 50% of the HPPs across the country (UNSC 14/05/2024).

Figure 4. The five oblasts with the highest number of recorded energy
infrastructure damage between January-August 2024

Source: ACAPS Damages Dataset (accessed 09/09/2024).

Note: the number of recorded damage does not correlate with the associated impact. This dataset tracks
civilian infrastructure damage during the Russia—Ukraine war since 24 February 2022 and relies on publicly

available sources.

In comparison, attacks in 2022-2023 targeted high-voltage lines, transformer substations,
distribution stations, and control, protection, and measurement systems, which are
considered easier to repair than electricity production facilities (BBC 12/04/2024).

Between 22-29 March 2024, Russian forces launched a series of air strikes using high-
precision missiles on ten oblasts, damaging the largest hydroelectric power station in
Ukraine, the Dnipro HPP in Zaporizka oblast, and a thermal power station in Kharkivska
oblast (Ukrinform 22/03/2024; Economichna Pravda 08/08/2024).


https://www.ukrinform.ua/rubric-ato/3591830-rosia-za-tri-dni-poskodila-28-obektiv-energeticnoi-infrastrukturi-smigal.html
https://www.bbc.com/ukrainian/news-63197876
https://www.enerdata.net/estore/country-profiles/ukraine.html
https://rusi.org/explore-our-research/publications/commentary/fighting-light-protecting-ukraines-energy-system
https://nv.ua/ukr/ukraine/events/tripilska-tes-ladzhinska-burshtinska-zmijivska-yaki-tes-i-ges-znishchila-rosiya-novini-ukrajini-50409143.html
https://rusi.org/explore-our-research/publications/commentary/fighting-light-protecting-ukraines-energy-system
https://www.sciencemediacentre.org/expert-reaction-to-reported-attack-on-ukraines-kakhovka-dam/
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://suspilne.media/700598-ne-zgoden-so-zima-bula-teplou-golovnij-dispetcer-ukrenergo-poasniv-so-dopomoglo-projti-zimu-bez-planovih-vidklucen/
https://www.rbc.ua/rus/news/minenergo-ukrayina-gotuetsya-proyti-zimu-1692965910.html
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://dixigroup.org/en/analytic/russian-war-against-ukraine-energy-dimension-dixi-group-alert-weekly-review-63/
https://www.rusi.org/explore-our-research/publications/commentary/bracing-hardest-winter-protecting-ukraines-energy-infrastructure
https://www.slovoidilo.ua/2024/04/12/infografika/bezpeka/try-masovani-ataky-rosiyi-yaki-obyekty-elektroheneracziyi-potrapyly-udar
https://www.slovoidilo.ua/2024/04/12/infografika/bezpeka/try-masovani-ataky-rosiyi-yaki-obyekty-elektroheneracziyi-potrapyly-udar
https://www.epravda.com.ua/publications/2022/11/28/694331/
https://www.bbc.com/news/world-europe-68788110
https://www.slovoidilo.ua/2024/04/12/infografika/bezpeka/try-masovani-ataky-rosiyi-yaki-obyekty-elektroheneracziyi-potrapyly-udar
https://www.slovoidilo.ua/2024/04/12/infografika/bezpeka/try-masovani-ataky-rosiyi-yaki-obyekty-elektroheneracziyi-potrapyly-udar
https://nv.ua/ukr/ukraine/events/tripilska-tes-ladzhinska-burshtinska-zmijivska-yaki-tes-i-ges-znishchila-rosiya-novini-ukrajini-50409143.html
https://www.slovoidilo.ua/2024/04/12/infografika/bezpeka/try-masovani-ataky-rosiyi-yaki-obyekty-elektroheneracziyi-potrapyly-udar
https://hromadske.ua/viyna/226853-burshtynska-tes-na-frankivshchyni-povnistiu-znyshchena-pislia-vluchan-12-rosiyskykh-raket
https://nv.ua/ukr/ukraine/events/tripilska-tes-ladzhinska-burshtinska-zmijivska-yaki-tes-i-ges-znishchila-rosiya-novini-ukrajini-50409143.html
https://www.slovoidilo.ua/2024/04/12/infografika/bezpeka/try-masovani-ataky-rosiyi-yaki-obyekty-elektroheneracziyi-potrapyly-udar
https://nv.ua/ukr/ukraine/events/tripilska-tes-ladzhinska-burshtinska-zmijivska-yaki-tes-i-ges-znishchila-rosiya-novini-ukrajini-50409143.html
https://press.un.org/en/2024/sc15695.doc.htm
https://www.bbc.com/ukrainian/articles/c25r401vl2po
https://www.ukrinform.ua/rubric-ato/3843602-ataka-po-energetici-ukraini-masstabna-bolisna-ale-dosagnuti-meti-vorogovi-ne-vdalosa.html
https://www.epravda.com.ua/news/2024/04/8/712126/

On 26 August 2024, Russia launched more than 200 missiles and drones targeting, in part,
energy infrastructure in 15 oblasts throughout Ukraine. This attack is considered the largest
in terms of the number of missiles and drones specifically targeting energy infrastructure
and launched simultaneously since 2022 . One of the targets in this attack was
an HPP in northern Kyivska oblast . Electrical substations that are also crucial
for nuclear safety were targeted as well . Attacks on energy infrastructure
have continued into early September 2024

By May 2024, the estimated cost of damage to the energy sector was over USD 16 billion.
This includes damage to thermal, hydroelectric, and nuclear power plants, electricity and
gas production, transmission and distribution facilities, oil production and refineries, oil
and petroleum storage facilities, the coal industry, and district heating. Revenue loss for the
energy sector alone is estimated at USD 40 billion, and the full restoration and rehabilitation
of the energy sector is estimated to cost USD 50 billion

Recent rolling blackouts

There are two types of state-controlled power outages: emergency shutdowns and stabilising
outages. Emergency shutdowns are unplanned but necessary to balance the power system
and prevent its collapse; otherwise, repairs would last days or weeks. Emergency shutdowns
occur within 10-15 minutes after the detection of an overload and can last up to four hours
at a time. In May 2024, after the damage and destruction from increased attacks a month
earlier caused a power deficit, the Government of Ukraine had to reintroduce rolling electricity
blackouts . Depending on the extent of energy repairs
and energy demand versus availability, the schedule can be stricter, with rolling blackout
sessions lasting up to eight hours instead of the planned four hours. On the other hand, an
improved energy situation can lead to a less strict schedule with shorter planned blackout
sessions or fewer sessions per day

. Between April and August 2024, several heatwaves and the limited
imported electricity meant that the quantity of energy could not match the demand, and
the countrywide rolling blackouts lasted longer per session (all four planned hours up to
eight hours) ; ;

. In late July, Ukrainian officials announced that there would no longer
be strict power outages over the next three months as long as there was no additional
significant damage to electrical infrastructure. Cooler summer weather, energy imports
from neighbouring countries (Hungary, Moldova, Poland, Romania, and Slovakia), and an
increase in the production of renewable energy (including solar energy) will contribute to less
strict rolling blackouts until October 2024, with power outages only planned in the evenings

Since the largest attack on 26 August 2024, planned power outages have become stricter
in Kyiv city and Dnipropetrovska, Donetska, Kyivska, and Odeska oblasts ;

. The attacks involved missiles or drones causing damage or destruction after
hitting energy infrastructure. The ensuing power outages have been uncontrolled, localised,
and temporary. Government services are working on restoring electricity to the affected
raions or neighbourhoods, but the lengths of outages vary and depend on the extent of the
damage . Cyberattacks that target energy infrastructure can also
cause uncontrolled power outages

Mitigation and repair efforts

Even before 2022, Ukraine’s energy system already needed major repairs. Preexisting issues,
such as low operating efficiency and high power losses at the district heating and power
distribution levels, lowered the energy sector’s resilience, making it more fragile to attacks

Similar to previous years, in 2024, Ukraine has undertaken a series of measures to mitigate
the impact on the energy sector while also working on energy infrastructure maintenance
and repairs . First, the
Government of Ukraine has requested international support, both for increasing defence
capabilities and directly for energy infrastructure

Overall, Ukraine has received more than 7,700 power generators, close to 3,000 transformers
and five large autotransformers since 2022, in part through the support of the EU Civil
Protection Mechanism. In July 2024, the European Commission and Ukraine’s Ministry
of Energy established the Ukraine Energy Support Fund to better coordinate financial and
in-kind support to Ukraine . Ukraine also increased the volume of electricity
imports to 850MWh in June from 150MWh in March, with the maximum important capacity
being 1.7GWh . Electricity imports ensure that industries and businesses
have uninterrupted power . Increasing energy import capacity for Ukraine
is also under discussion with the EU . Power generator
allocation has prioritised healthcare facilities to mitigate the life-threatening impacts of all
types of power outages . In early 2024, Ukraine also launched the
construction of two additional reactor units out of the four planned for the Khmelnytskyi NPP
to make up for the lost capacity resulting from the Russian takeover of the 6GW Zaporizhzhia
NPP


https://apnews.com/article/russia-ukraine-war-26-august-2024-25296eee7c9c394d07d806f44a2ec09e
https://kyivindependent.com/kyiv-dam-not-in-danger-of-breaching-after-russian-attack-company-says/
https://www.iaea.org/newscenter/pressreleases/update-248-iaea-director-general-statement-on-situation-in-ukraine
https://www.slovoidilo.ua/2024/09/09/novyna/suspilstvo/minenerho-povidomylo-pro-ataku-enerhoobyekty-semy-oblastyax
https://kse.ua/about-the-school/news/damages-and-losses-to-ukraine-s-energy-sector-due-to-russia-s-full-scale-invasion-exceeded-56-billion-kse-institute-estimate-as-of-may-2024/
https://www.theguardian.com/world/article/2024/jun/23/ukraine-endures-widespread-blackouts-as-russia-attacks-critical-infrastructure
https://kyivindependent.com/ukraine-shutdowns-may-20/
https://www.dtek-dnem.com.ua/ua
https://yasno.com.ua/news/news/b2b_news/Why_is_it_important_to_distinguish_between_types_of_power_outages
https://www.iso-ne.com/about/what-we-do/in-depth/controlled-outages
https://www.iso-ne.com/about/what-we-do/in-depth/controlled-outages
https://www.bbc.com/ukrainian/articles/c5yprlz4nelo
https://www.slovoidilo.ua/2024/04/02/novyna/suspilstvo/kviten-rozpochavsya-temperaturnyx-rekordiv-bahatox-oblastyax-ukrayiny
https://www.reuters.com/world/europe/ukrainians-struggle-with-scorching-heat-amid-power-crisis-2024-07-16/
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://www.radiosvoboda.org/a/news-ukrenerho-svitlo-vymknennya/33017543.html
https://www.radiosvoboda.org/a/news-ukrenerho-svitlo-vymknennya/33017543.html
https://interfax.com.ua/news/general/1003690.html
https://nv.ua/ukr/ukraine/events/vidnovlennya-svitla-pislya-obstriliv-koli-situaciya-pokrashchitsya-ekspert-novini-ukrajini-50447302.html
https://tsn.ua/exclusive/v-ukrayini-znovu-vimikayut-svitlo-yaki-grafiki-diyut-ta-koli-elektrika-bude-24-7-2648484.html
https://tsn.ua/exclusive/v-ukrayini-znovu-vimikayut-svitlo-yaki-grafiki-diyut-ta-koli-elektrika-bude-24-7-2648484.html
https://yasno.com.ua/news/news/b2b_news/Why_is_it_important_to_distinguish_between_types_of_power_outages
https://newsukraine.rbc.ua/news/russian-hackers-disable-part-of-ukraine-s-1699545941.html
https://foreignukraines.com/2021/04/23/zastarila-infrastruktura-e-akhillesovou-pyatou-energetychnoi-modernisation/
https://www.lowcarbonukraine.com/en/ukrainian-electricity-market/
https://mev.gov.ua/novyna/svitlana-hrynchuk-dopomoha-mizhnarodnykh-partneriv-vazhlyva-dlya-pryskorennya-remontiv
https://www.kmu.gov.ua/news/minahropolityky-ukrainski-vyrobnyky-produktiv-kharchuvannia-otrymaly-heneratory-vid-fao-ta-nimechchyny
https://glavcom.ua/country/society/holova-ukrenerho-povidomiv-koli-situatsija-z-elektroenerhijeju-pokrashchitsja-1011273.html
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OUTLOOK

Given these conditions, the winter energy deficit is expected to reach up to 35%, meaning
that rolling blackouts are highly likely to remain in place through the cold season. People
will likely face stricter rolling blackouts, in part because Ukraine is struggling with restoring
already damaged or destroyed energy facilities

A worst-case combination of delayed repairs to the power grid infrastructure, lower-than-
expected electricity imports, and a significant increase in infrastructure damage could result
in planned rolling blackouts of up to 20 hours per day amid severe winter conditions

Driver: energy attacks

Continued attacks and damage to energy infrastructure are highly likely in parallel with the
Russia—Ukraine war, which is expected to last through 2025

Russian production of the missiles and drones used in these attacks has increased since
2022 and will likely continue to increase until 2025. For example, Russia produced 460 Kh-101
cruise missiles in 2023, up by 720% from 56 in 2021, the year prior to the full-scale Russian
invasion of Ukraine. During the same period, Russian Iskander ballistic missile production
increased by 260% from 50 to 180 . Though Iran has been providing self-
destructing Shahed drones to Russia since 2022, and which have been used in the attacks on
energy infrastructure, the Russian Government has opted to increase its supplies by setting
up a Shahed drone factory in its Tatarstan region. The factory aimed to produce 6,000
Shahed drones annually, but just by the end of April 2024, it had already produced 4,500 of
such drones

Russia has also imported weapons from Iran and North Korea and used them in attacks
on energy infrastructure. The import of additional supplies is likely to continue through
2025 . Russia used the ballistic missiles
transferred from North Korea in late 2023 in attacks on civilian infrastructure in Ukraine in
2024.Iranis also set to start supplying ballistic missiles to Russiain late 2024

. The North Korean missiles, which are cheaper
and somewhat less precise than the Russian-produced missiles, have mainly been used in
attacks on civilian infrastructure in Ukraine

The increase described above in the number of Russian missile and drone supplies
likely correlates with the increased missile and drone attacks in 2024. From 2022-2023,
Russian forces launched around 3,900 Shahed drones and 7,400 missiles against critical
infrastructure in Ukraine .From 1 January to 31 August 2024, ACLED recorded
5,967 attacks, more than double the attacks recorded in the same period last year (2,822)
and more than the total number of attacks in all of 2023 (5,563)

To sustain an increasingly destructive impact, Russian forces will continue using tactics
that make shooting drones and missiles more challenging for the Ukrainian defence system,
particularly given the increased supply and production of missiles and drones in Russia. This
includes launching a combination of various types of missiles and drones in large quantities
and from several locations inside Russia and then changing their trajectory after entering
Ukraine's territory .
Additional missile supplies from North Korea will likely be used in two ways: as part of the
Russian tactic to overwhelm Ukraine’s air defence and in combination with more precise
missiles to target Ukraine’s energy infrastructure

The attacks are likely to increase, both in terms of the number of attacks during the cold
season compared to the same period in the previous year and the amount of missiles and
drones used per attack. This will further stretch Ukraine’s defence capacity, worsening the
extent of energy infrastructure damage and destruction and leading to a higher energy
deficit and stricter, longer rolling blackouts . To ensure maximum damage
and destruction, Russian forces will also likely continue exploring and adapting their tactics,
such as targeting specific components of the energy system more vulnerable to attacks.

Aggravating factor 1: Ukraine’s defence capacity

By early September 2024, Ukraine did not have the defensive capacity to intercept all missiles
and drones without receiving damage and destruction to energy infrastructure, particularly
during combined missile and drone attacks.

The number of available air defence systems in Ukraine is not sufficient to fully protect
the energy infrastructure. Despite requesting additional patriot systems, particularly after
increased attacks since April 2024, lack of support and delays have persisted and will likely
continue .The
continued damage and destruction of energy infrastructure are highly likely in the foreseeable
future

Ukraine also does not have the defensive capacity to effectively destroy production sites of
missiles and drones or target launching sites in Russia . The major military
aid received has specific restrictions for use on Russian territory. While some restrictions on
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targeting Russian territory have been softened in areas bordering Ukraine, limits remain on
the use of long-range weaponry and deeper strikes that could significantly prevent attacks

’

As a result, Ukraine’s defence capability to safeguard energy infrastructure from damage
and destruction will remain insufficient, and the energy system will likely remain vulnerable
to further combined missile and drone attacks by Russian forces

Aggravating factor 2: Cold weather conditions

The cold seasonin Ukraine starts on 15 October 2024 and will last until mid-April 2025. Heating
needs will cause the energy demand to peak during this period

. The decision to switch on the central heating system is decentralised, and each
oblast authority will activate it when the air temperature remains 8° C or lower for three
consecutive days. For example, in 2023, the eastern, western, central, and northern oblasts
switched on the heating system on 16 October, while the southern oblasts waited until
November because of warmer weather

As daylight hours become shorter after the seasonal change, renewable solar energy will
decrease significantly, while the need for electricity will increase

. Solar panel performance in Ukraine drops between one-half to one-third
on average during winter

Cold weather will compound the impact of power outages. During the entire six-month period
from October—April, the average temperature fluctuates between -5-2° C
Temperatures from January—February can reach -20° C in all northern, western, central
and eastern regions across Ukraine, and all regions experience temperature drops of up to
-10°C

. At this temperature, it will be impossible to balance the power
system without stabilising power cuts. Preliminary weather forecasts for the 2024-2025
winter predict cold weather anomalies and higher-than-average precipitation

According to REACH's cold spot assessment, people in Sumskyi raion of Sumska oblast
and Bohodukhivskyi, Chuhuivskyi, and Kharkivskyi raions of Kharkivska oblast will face the
highest winter-related risks owing to the combination of harsh winter weather conditions, the
high level of existing infrastructure damage, and the concentrated presence of groups with
specific needs, such as IDPs and older people

ANTICIPATED IMPACTS

Impact on essential needs

Power cuts and attacks will disrupt water infrastructure services, leading to a range of
negative outcomes related to shelter, WASH, and health. The interruption of power supply at
water pumps will disrupt water access for people living on higher floors of buildings in urban
areas . Apartments
and homes that depend on electricity and water pipes will experience heating access
disruptions. Power cuts can lead to damage to electrical appliances, such as fridges and
water boilers, and repairing or replacing such essential appliances will add additional costs
to families . There is also an increased risk of water pipes
bursting in unheated homes, particularly in rural areas, which would cause further damage
and facilitate mould growth. Mould causes respiratory issues, particularly for children,
older people, and people with reduced immunity . For
sewer systems that lack sufficient backup power supply, prolonged power cuts will affect
operations, leading to insufficient water treatment capacity and sewer back-ups or overflows

Power cuts will also affect IDP collective shelter sites and newly displaced people. Collective
IDP sites, which may use boilers, central heating, and electricity for heat, are vulnerable to
power cuts . Hostilities along the front line and the escalation of attacks
on areas bordering Russia will result in further displacement and mandatory evacuations -
including of those providing essential services, such as healthcare staff — particularly (but not
exclusively) within and from Donetska, Kharkivska, and Sumska oblasts
. By early September 2024, a gradually shifting front line in

Donetska oblast alone put almost 40,000 people at risk of displacement, mostly in Pokrovsk
city . During the cold season, any
attacks that destroy energy infrastructure needed for heating could force people to leave
their homes or evacuate from areas not necessarily closest to the front lines, such as pre-
frontline cities and regions that receive more frequent attacks, including Dnipropetrovska,
Kharkivska, Mykolaivska, Odeska, and Sumska oblasts

. Newly displaced people will require additional housing, and
collective IDP sites will need to be fitted both for winter weather conditions and mitigation
measures against the expected power cuts.

Prolonged winter power cuts will have a compounding negative impact on people living in
frontline areas, particularly older people. Shelling will cause additional damage to health
facilities as well as electricity, gas, water, and heat supply facilities, further limiting access
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to these essential services

. People living within 30km of the front line are usually older
people who choose to remain instead of facing displacement. Many have severe healthcare
needs, which sometimes go unaddressed because insecurity, damage, and destruction
have severely limited healthcare access . Without adequate
mitigation measures and assistance, prolonged exposure to temperatures lower than 18°
C is particularly risky for older people and those with mobility issues, and any resulting
illnesses will further complicate underlying chronic health issues

Attacks on energy infrastructure have negative health implications. People relying on
life support machines at home are at the highest risk because they require uninterrupted
power access ; . Inadequate access to WASH
facilities can lead to infectious diseases, including hepatitis, botulism, and cholera outbreaks

. The fumes of the diesel used in power generators can worsen
underlying respiratory conditions, such as asthma . The combined
psychological impact of the attacks and the negative impact of power cuts during colder
months will also affect mental health

Power cuts will increase safety risks at home. The increased usage of electrical heaters
and gas stoves can cause hazardous accidents, such as fire or carbon monoxide poisoning

. The risk of fire also increases when power is
restored and unattended appliances switch back on

Power cuts will increase safety risks in areas with mine and unexploded ordnance
contamination. People who cannot afford to buy wood for heating may venture out to collect
fuel in areas with mine and unexploded ordnance contamination, risking severe injuries
or even death. Ukraine is one of the most heavily contaminated countries, particularly in
frontline areas where hostilities are concentrated

. By the end of July 2024, contamination-related incidents had
killed 391 civilians and injured 878

Power cuts also disrupt telecommunication services, particularly in frontline and remote or
rural areas but also when blackouts last longer than ten hours . Older
people living on their own in remote areas where communications are disrupted during
prolonged energy cuts may not be able to call for help in case of a medical emergency.

Energy supply disruptions especially affect children by interrupting online education.
Energy disruptions lead to internet outages, which affect students relying on online education
during the war. Prolonged power disruptions will affect the education of at least 70% of all
students, 40% of whom study exclusively online and the other 30% in hybrid online and in-
person modes

Socioeconomic impact

Power outages will continue to affect economic activity by forcing businesses to shut
down or reduce operating hours, leading to income loss for employees
. The indirect loss of income and revenue and the additional costs of fuel,
generators, and insulation will affect micro and small businesses and certain industries that
depend on uninterrupted power the most. In May 2024, the Government of Ukraine raised the
electricity import coverage for industries from 50% to 80% because of the energy deficit. This
will increase the cost of energy production . In the same month, more than
half of all businesses suspended operations because of power outages and lost 8% of their
total working hours on average, a number that increased to 14% in July
. According to a survey, during the July 2024 rolling blackouts, 83% of businesses
had reduced working hours, with higher impacts in Chernivetska, Dnipropetrovska,
Kharkivska, Khmelnytska Lvivska, and Zaporizka oblasts . Depleted savings
and unemployment can push people towards coping strategies with potentially harmful
consequences, such as skipping meals, opting for cheaper, less nutritional food, or reducing
budget allocation for healthcare . These people include
groups who are more vulnerable to socioeconomic issues, such as IDPs and older people

Because of the attacks, socioeconomically vulnerable families face increased prices for
electricity besides extra winter expenditures. On 1 June 2024, electricity rates for families
rose by 64% from UAH 2.64 (USD 0.06) to UAH 4.32 (USD 0.1) per kWh. The Ukrainian
Government plans to use the additional revenue to repair damaged energy infrastructure

. These higher costs, however, are expected to make up 10% of
the living wage . The electricity price will remain at
UAH 4.32 (USD 0.1) per kWh until 30 April 2025. With the approach of the cold season, people
will also face extra expenditures for heating in the absence of electricity, such as coal, wood,
and fuel

Rising inflation will aggravate the combined impact of power cuts and winter needs. In 2024,
the inflation rate rose from 3.2% in April to 3.3% in May, reversing a monthly prolonged trend
of decline from 26% in January 2023 . This recent increase is
partially attributed to air strikes on energy infrastructure leading to higher energy, storage,
and labour costs and processed food prices. By July 2024, the inflation rate had risen to 5.4%

. According to the National Bank of Ukraine’s forecast, inflation is expected to
grow to 8.5% by the end of 2024 and remain at around 6% in 2025
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https://www.acaps.org/fileadmin/Data_Product/Main_media/20240124_ACAPS_thematic_report_Ukraine_Analysis_Hub_Humanitarian_implications_of_mine_contamination_.pdf
https://ukraine.un.org/en/276097-protection-civilians-armed-conflict-%E2%80%94-july-2024?afd_azwaf_tok=eyJhbGciOiJSUzI1NiJ9.eyJhdWQiOiJ1a3JhaW5lLnVuLm9yZyIsImV4cCI6MTcyNTM2MjMwMywiaWF0IjoxNzI1MzYyMDAzLCJpc3MiOiJ0aWVyMS03NTU0NjdiODY4LWp3bnp3Iiwic3ViIjoiOTEuMTg2LjI0MS4xNCIsImRhdGEiOnsidHlwZSI6Imlzc3VlZCIsInJlZiI6IjIwMjQwOTAzVDExMTMyM1otMTc1NTQ2N2I4Njhqd256d2RmMXdldHZjNWcwMDAwMDAwNjYwMDAwMDAwMDBjZmgwIiwiYiI6InVwZ2VyWW1pLUN0SGtsQnBXV0NPLXlZZ2JRRUJhZUtkaXZLdEREOWV2azQiLCJoIjoiajBTQzRBOHBqQUxrZ181bWVxNmNwX2M2UEFhamFlTW1ST2dTZVBpTUUtRSJ9fQ.eZsT8HlDnvmrr9R4yJyZ_ZUzLquLvqGCqkZM0llldWNym3dOXmzsmWy9u1CzJQMWx7xC_chPKzaLZeGLytTXa9PchByNlxcljLxNb9dVbI5Un9LgZD2OBHUNuk79iP5f9Hv-cdaft8XUL9C3xfUdwTkw9ALOlB5_sK6kpysEbBkYYRQe3dSEEk_A6OTPeEFvE1bvpLaCpVjHnjpsh770eHZIWb5wR8VkRYxOlsWH0VRYKetmIT7ud3_1Nr-VUjr1kLxmWKXzjefO2Ho4orMJTsZifW8dQvid9K-yBKjF1fnj0p1HrxR-5sexwYM-2QYE8x5-7dlCITWhuDMPbIS2mg.WF3obl2IDtqgvMFRqVdYkD5s
https://www.ukrinform.ua/rubric-economy/3891001-zvazok-ta-internet-uprodovz-10-godin-bez-svitla-zabezpeciti-skladno-mobilni-operatori.html
https://reliefweb.int/report/ukraine/ukraine-situation-report-30-july-2024-enuk
https://www.ukrinform.ua/rubric-society/3879558-skoli-maut-ponad-12-tisac-generatoriv-smigal.html
https://reliefweb.int/report/ukraine/ukraine-education-cluster-memo-partners-working-de-occupied-and-frontline-areas-march-2024-enuk?_gl=1*hjs1ck*_ga*MTI5MTU5MDI2LjE2OTEwNDY0Nzc.*_ga_E60ZNX2F68*MTcyMzUzNDA4Ny45Ny4xLjE3MjM1MzUwODAuMTIuMC4w
https://bank.gov.ua/en/news/all/natsionalniy-bank-ukrayini-zniziv-oblikovu-stavku-do-135
https://gmk.center/en/posts/importing-expensive-electricity-will-bring-ukrainian-industry-to-a-standstill/
https://rubryka.com/2024/07/21/nezvazhayuchy-na-masovani-obstrily-ta-defitsyt-elektroenergiyi-na-nastupni-pivroku-biznes-nalashtovanyj-optymistychno-opytuvannya-ied/
https://www.unocha.org/publications/report/ukraine/ukraine-winter-response-plan-october-2024-march-2025-issued-july-2024
https://fscluster.org/document/winter-resilience-addressing-ukraines
https://repository.impact-initiatives.org/document/impact/2d734d61/REACH_UKR_Factsheet_LRAP-Zaporizhzhia_March-April-2024.pdf
https://dtm.iom.int/reports/ukraine-housing-brief-living-conditions-rental-costs-and-mobility-factors-july-2024?close=true
https://www.epravda.com.ua/news/2024/06/14/715197/
https://index.minfin.com.ua/ua/labour/wagemin/
https://reliefweb.int/report/ukraine/ukraine-special-focus-energy-sector-june-2024
https://hromadske.ua/ekonomika/227677-u-minenerho-zapevnyly-taryfy-na-elektroenerhiiu-ne-perehliadatymut-do-kvitnia-2024-roku
https://reliefweb.int/report/ukraine/drc-ukraine-winterisation-market-and-needs-assessment-chernihiv-dnipropetrovsk-donetsk-kharkiv-kherson-mykolaiv-sumy-and-zaphorizhzia-oblasts-june-2024
https://reliefweb.int/report/ukraine/ukraine-winter-response-plan-october-2024-march-2025-issued-july-2024-enuk
https://bank.gov.ua/ua/news/all/komentar-natsionalnogo-banku-schodo-rivnya-inflyatsiyi-v-sichni-2023-roku
https://bank.gov.ua/en/news/all/komentar-natsionalnogo-banku-schodo-rivnya-inflyatsiyi-v-berezni-2024-roku
https://bank.gov.ua/en/news/all/komentar-natsionalnogo-banku-schodo-rivnya-inflyatsiyi-v-lipni-2024-roku
https://bank.gov.ua/admin_uploads/article/IR_2024-Q3_en.pdf?v=7

Humanitarian operations

Prolonged power cuts will also affect humanitarian operations in all NGOs, particularly
for smaller NGOs and volunteers who are often the main direct responders in frontline
communities. Already facing insufficient resources for indirect and operational response
costs, they will face the further impacts of increased needs for fuel and generators, power
banks, and other communication solutions because of power cuts during winter (REACH
29/05/2024 and 31/05/2024). Power cuts can also disrupt internet and mobile services,
limiting access to information and communication and affecting the planning and safety
of humanitarian operations. Power cuts disrupting domestic activities such as cooking,
showering, and other daily needs will also affect the wellbeing of staff.
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